OWASP In Action:
Tools for the DISA ASD STIG
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About Me

B Principal Consultant

m OWASP Global
Projects Committee
Co-Chair

ASPECT
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About DISA

B Defense Information
Systems Agency

m Part of the Department of
Defense

B Administers and protects
DoD command and
control systems and
enterprise infrastructure




About DISA STIGs

Mwsmmm IA News What's New

. Offe rS CO n fi g U rati O n Security Technical Implementation Guides

= =
g u I d eS a n d C h eC kI I Sts fo r : Security Checklists | SRRs | STIGs | STIG Home Page | Whitepapers
} Data ba Ses DoD General Purpose STIG, Checklist, and Tool Compilation CD
Documents Date Size
O t' S t Application Security and Development STIG ersion 2, Release 1 July 24, 2008 947KB
} pe ra I n g ys e m S Access Contraol STIG V2R2 Dec 18,2002 94TKE
Application Services STIG Y1R1 Jan 17, 2006 298KB
} We b Se rve rS Citrix Xendpp Memo Jul 23, 2009 198KE|
Citrix Xendpp STIG VIR1 Jul 23, 2009 2070KE
} Etc . Database STIG VBR1 Sep 19, 2007 G57KB
Desktop Application STIG V3R1 doc/. pdf Mar 8, 2007 G50KBI430KE
Defense Switched Metwark (DSN) STIG V2R3 Apr 30, 2006 TATKE
Directory Services STIG W1R1 doc/ pdf Aug 24, 2007 1,719KBIT03KE
L DISA Instruction Enclave STIG - Currently unavailable [0S IiA
. P rOVI d es Sta n d a rd Dornain MName System (DNS) STIG V4R1 Qct17, 2007 913KB
“ f. - ’, - Enclave STIG W4RZ Mar 10, 2008 238KB
indi ngs” a nd im pact
ESM STIG W1RI Jun 5, 2008 1.076KB
=
ratl n g S ESX Server Memo Apr 22,2008 212K8
ESH Server STIG Yersion 1, Release 1.0 Apr 28, 2008 1,388KB
CAT I CAT II CAT I I I Instant Messaging STIG Version 1, Release 2 (.pdf) Feb 15, 2008 1,353 KB
} ’ ’ Instant Messaging STIG Version 1, Release 2 (zig) Feb 15, 2008 4,104 KB
Microsoft Exchange 2003 STIG W1R1 - New? posce Sepz 7. 2009 Aug B, 2009 5,560 KB
Microsoft Exchange 2003 Memo - New! poseed Sepe 17, 2008 Aug B, 2009 169 KA
Microsoft Windows Server 2008 Guidance Mema Jan 21,2009 186 KB
MNetwork STIG W7R1 Oct 25, 2007 2,058KEB
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Applic__:__a_l__i_:j_g_l_)___Security and Development STIG

\ m First draft Nov 2006
1 \ m First release Jul 2008
_ m Current release Apr 2010

m 157 requirements
covering:
» Program Management
» Design & Development

» Software Configuration
Management

» Testing
» Deployment
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Application Security and Development STIG

m ASD STIG applies to
“all DoD developed,
architected, and
adaministered
applications and
systems connected to
DoD networks"”

B Essentially anything
plugged into DoD
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Application Security and Development STIG

B Requirements can be
extremely broad:

» e.g. APP3510: The
Designer will ensure
the application
validates all user input

» e.g. APP3540: The
Designer will ensure
the application is not
vulnerable to SQL
Injection




Application Security and Development STIG

B Requirements can be
extremely specific:

» e.g. APP3390: The
Designer will ensure
users accounts are
locked after three
consecutive
unsuccessful logon
attempts within one
hour
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Application Security and Development STIG

B Requirements can be
esoteric:

» e.g. APP3150: The
Designer will ensure

the application uses
FIPS 140-2 validated
cryptographic modules

to implement @©
encryption, key @
exchange, digital ©
signature, and hash

functionality




Application Security and Development STIG

B Requirements can be
expensive:

» e.g. APP2120: The
Program Manager will
ensure developers are
provided with training
on secure design and
coding practices on at
least an annual basis




Lost in the Weeds
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Get Organized




Types of Requirements
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Application
Security

e AppSec Training
(APP2120)

e No XSS
(APP3580)

e No CSRF
(APP3585)

e No SQLi
(APP3540)




OWASP and the ASD STIG

B OWASP is explicitly called out as a resource in

the ASD STIG Checklist:

» APP3020 » APP3580
» APP3405 » APP3810
» APP3570 » APP3600
» APP3550 » APP3630
» APP3560 » APP5100
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OWASP Documentation Projects
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OWASP Top Ten

A1l — Cross Site Scripting OWASP

n Web Application Security Project

A2 — Injection Flaws W 201 0 70
A3 — Malicious File Exec(
A4 — Insecure Direct Ob

A5 — Cross Site Request

80, APP3620

release —

A6 — Information Leaka
Improper Error Handling

A7 — Broken Authenticat
Session Management

A8 — Insecure Cryptogr |

15, APP3420,

A9 — Insecure Communi
A10 — Failure to Restrict"OR




APP3510 — Input Validation

m ASD STIG: e
“Ensure the application @
validates all input.”

A Guide to Building

m OWASP Development Applications and Web
Guide: ervices

2.0 Black Hat Edition

“Data Validation” chapter

provides guidance to |
developers on how to -
correctly validate input T

http://www.owasp.org/index.php/Category: OWASP Guide Project
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APP3540 — SQL Injection

m ASD STIG:
“Ensure the application is
not vulnerable to SQL
Injection...”

m SQLIX Project: OWASP

A SQL Injection scanner
to crawl and detect SQL @
injection vectors SQL]X
@
Project

http://www.owasp.org/index.php/Category: OWASP SOLiX Project
(also included in the OWASP LiveCD)
OWASP e 18




APP3580 — Cross-Site Scripting

m ASD STIG:
“Ensure the application
does not have cross site
scripting (XSS)
vulnerabilities.”

XSS

m XSS Prevention
@ Cheatsheet:
Prevenfion A simple positive model

for preventing XSS using

CheafSheef output escaping/encoding
properly

http://www.owasp.org/index.php/ XSS (Cross Site Scripting) Prevention Cheat Sheet
OWASP @ 19




|
APP3585 — Cross-Site Request Forgery

m ASD STIG:

] ] |4 OWASP CSRFTester [E=STEER)
Ensure the application | |
OWASF CSRFE T ester | Clear All || StartRecording |
does not have CSRF e
vulnerabilities.
m CSRF Tester: | __________________________________________________________ |
. GET |w |
Tool that give developers s ]
the ability to test their - |
applications for CSRF et mmesssanes —
flaws —

http://www.owasp.org/index.php/Category: OWASP CSRFTester Project

OWASP e 20




APP3620 — Information Disclosure

m ASD STIG:
“Ensure the application
does not disclose
unnecessary information
to users.”

m DirBuster Project: OWASP
A lication designed ®
o brute force aiectores  DIFBuUster

and files names on

web/application servers. PTOj ect

http://www.owasp.org/index.php/Category: OWASP DirBuster Project
(also included in the OWASP LiveCD)
OWASP e 2




APP5080 — Code Review

m ASD STIG:
“Ensure a code review is
performed before the
application is released.”

Application Security
Verification Standard:
Defines a standard for
conducting both automated
and manual application
security assessments

http://www.owasp.org/index.php/ASV S
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APP6130 — Systems Monitoring

m ASD STIG:
“Ensure...alerts are provided
immediately when unusual or
inappropriate activity is
detected.”

OWASP APPSENSOR
V1.1

DETECT AND RESPOND TO ATTACKS FROM
WITHIN THE APPLICATION

m AppSensor Project:
Defines a methodology to
implement intrusion detection
and automated response into
an existing application

http://www.owasp.org/index.php/Category: OWASP AppSensor Project
OWASP e 23




APP5100 — Fuzz Testing

m ASD STIG:
“Ensure fuzz testing is
included ... and
performed for each
application...”

JBroFuzz Status Code Pie Chart

m JBroFuzz: i -~
a web application fuzzer oo llj——
for requests being made ===
over HTTP or HTTPS

http://www.owasp.org/index.php/Category: OWASP JBroFuzz
(also included in the OWASP LiveCD)
OWASP e ”




Other OWASP Projects

m OWASP ESAPI Project

» Provides an open source collection of all the application security
controls for developers

» http://www.owasp.org/index.php/ESAPI

m OWASP LiveCD Project

» A collection of open source security tools for web developers,
testers and security professionals

» http://www.owasp.org/index.php/LiveCD

B OWASP Legal Project
» Provides contract language for acquiring secure software

» http://www.owasp.org/index.php/Legal
OWASP e 2




Top 10 ASD Gimmes

1. APP3270: Identify
classification of pages

2. APP3320: Enforce DoD
password policy

3. APP3390: Lock users after 3
attempts w/in 1 hr

4, APP3400: Do not allow
automatic timed unlock

5. APP3415: Enforce session
idle timeout




Top 10 ASD Gimmes (cont.)

6. APP3420: Include a logout
link

7. APP3440: Include the DoD
Logon banner

8. APP3530: Set charset in the
Content-Header

9. APP3610: Don’t use hidden
fields

10. APP3660: Show last and
failed login details, including
date, time and IP address
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Summary

m Know the variety of ASD STIG requirements

m Leverage OWASP Projects:
» http://www.owasp.org/index.php/Category:OWASP_Project




Questions?
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